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1
Decision/action requested

This pCR proposes adding the security solution for RRC UE capability transfer to TR33.809.
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Rationale

In 3GPP TS 38.331 [2], the UECapabilityInformation meaasge can be sent (unprotected) prior to security activation and the UE raido access capability parameters carried in this message would impact the subsequent radio service selection for the UE. For example, if the UE EUTRA capability is tampered to false, then the AMF would not handover the UE to LTE network, and the NG-RAN node would not establish NE-DC for the UE. In addition, if the PDCP ROHC profile is set to false, the NG-RAN node would not activate the PDCP ROHC function for the UE. Thus, if the information carried in the UECapabilityInformation message is tampered with, the UE would not be able to obtain normal services and possibly operate with limited radio capability.
During the initial attach procedure, when the NG-RAN node receives the Initial context setup request message sent by the AMF, if there is no radio capability in the message, the the NG-RAN node initiates the UE Capability Enquiry procedure before AS SMC procedure. 
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Although, the information contained in the UECapabilityInformation meaasge does not include any security information and does not impact the AS security activation, yet tampering with the UE Capabilities could negatively impact the services offered by the 5G system to the UE. Therefeore, this proposal suggests that the UE capability transfer should be performed after AS security activation.
4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution #Y: Protection for the UE Capability Transfer
6.Y.1
Introduction  

This solution addresses the security requirement in Key Issue #1 for unicast RRC messages.

6.Y.2
Solution details  

The two messages exchanged in the UE Capability transfer procedure, namely UECapabilityEnquiry and UECapabilityInformation, needs to be sent after the AS security establishment and activation.
6.Y.3
Evaluation 
FFS
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